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INFO OCT-01 AF-10 ISO-OO MMO-01 SS-15 SY-05 CIAE-00 
INR-07 NSAE-00 DRC-01 OMB-01 MCT-01 A-01 OC-06 
CCO-OO USIE-00 SNM-02 DEAE-00 /054 W 
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R 261316Z APR 77 
FM AMEMBASSY NAIROBI 
TO SECSTATE WASHDC 7743 

CONFIDENTIAL NAIROBI 5163 

E.O. 11652: XGDS-2 
TAGS: ASEC 

SUBJ: THE SECRETARY'S DIRECTIVE REGARDING MONITORING OR 
RECORDING OF ANY CONVERSATIONS 

REF: STATE 058176 

1 . IN ACCORDANCE WITH REFTEL AND ON THE RECOMMENDATION OF 
THE REGIONAL SECURITY OFFICE, I HAVE AUTHORIZED INSTALLATION 
OF THE FOLLOWING: 

A. RECORDING CAPABILITY AT THE EMBASSY SWITCHBOARD TO BE 
ACTIVATED ONLY FOR THE PURPOSE OF RECORDING CALLS RELATED TO 
BOMB THREATS OR OTHER TERRORIST ACTIVITY DIRECTED AGAINST THE 
PERSON OR PROPERTY OF A HUMAN BEING. 

B. RECORDING CAPABILITY IN THE MARINE SECURITY GUARD 
OFFICE TO BE ACTIVATED BY THE PROTECTIVE MOBILE ALERT UNIT IN 
THE CHEIF OF MISSION'S VEHICLE. 

2. PERSONNEL RESPONSIBLE FOR THE RECORDING EQUIPMENT HAVE 
BEEN INSTRUCTED THAT, EXCEPT FOR TESTING EQUIPMENT, NO 
RECORDINGS WILL BE MADE EXCEPT AS AUTHORIZED. ANY RECORDING 
MADE WILL BE IMMEDIATELY REPORTED TO THE CHIEF OF 

MISSION AND WILL BE HELD IN CUSTODY OF, AND INDEXED BY, 

CONFIDENTIAL 

CONFIDENTIAL 
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THE SECURITY OFFICE. 
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